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1. Registration and Logging In

1.1 Registration

1.1.1 In order to access the Merchant Management System (MMS) you will need to register for a test account.

You can register by completing the online registration form
https://mms.payvector.net/Pages/PublicPages/RegisterMerchant.aspx.
Alternatively please ask one of our sales representatives to create an account for you.

1.2 Logging in

1.2.1 Upon completing the registration form you will receive a confirmation email. Please click the link within the
email to confirm your account (Figure 1).

payyfector

Hella,

Thank you for applying with Iridium Corporation far all your ecommerce and online needs.

We are currently processing your application and need you to confirm your email address by
clicking on the link below, which is part of our standard security checks.

Once you have done this, vou will then be sent your Merchant Management System (MMS) login
details and your gateway account details in separate emails.

Thank you,
Iridium Corporation

Figure 1

1.2.2  You will then see the following confirmation message (Figure 2):

Iridium Corporation Ltd
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Confirmation successful.

o Thank you for choosing Iridium Corporation

Figure 2

1.2.3  Once you have confirmed your account, you will receive a second email containing your MMS login details.
A link to the log in page can be found at the foot of this email (Figure 3).

payV’ec@or

Hella,

Here are your Merchant Management System (MMS) login details. The MMS is the name of the
Iridium Corporation back office system, which is where you can manage all aspects of your
account, view your transactions for reconciliation and also make additional payments (like
refunds].

Your login details are:

Username: TestMerchant1234
Password: 6Fd_-20

PLEASE MOTE: The password given above is a temporary password. You will be required to
change this passward aon first login, after which it will NO LONGER WORK. This password will
gxpire in 3 days. If you don't use this password before it expires, vou will need to have the
password reset.

‘You can login to the MMS by clicking the following links
https://mms.payvectar.net/

Thank you,
Iridium Corporation

Figure 3

1.2.4  After clicking the link, you will see the following screen (Figure 4):

Iridium Corporation Ltd
p— t: 0208819 3470
20 Nugent Road
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B MMS Secure Login

Lsarmname:
Pasprord:

Figure 4

1.2.5 Using the login details assigned to you in the second email, enter your Username and Password. Your
username will begin with the word ‘merchant’ followed by a string of numbers. Type in the temporary
password exactly as it appears in the email (please note passwords are case sensitive) then click ‘Login to
MMS'. If log in has been successful you will see the following message (Figure 5):

Information

You are required to change your password before you can
proceed.

Your new password must be between 7 and 50 characters long
{and contain at least one uppercase AND lowercase character),
with at least 1 numeric character and have at least 1 symbol
character, which can be-

-+= _I5%ct--@ F MNP

MO OTHER CHARACTERS ARE FERMITTED

To see these instructions again, click on the o icon next to the
password input box

Figure 5

1.2.6  Upon clicking ‘OK’, you will be asked to change from your assigned temporary password to a more
memorable “strong” password. Passwords must meet certain criteria. When entering your new password
you will see an indicator, which will turn green when all the password criterion are met.

Iridium Corporation Ltd
p— t: 0208819 3470
20 Nugent Road
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Additionally, on this screen you will also set your secret question. Once you select the secret question,
please enter your password. Once all the required boxes are correctly entered shown by the green tick
you can click change password (Figure 6).

B MMS Secure Login

New Password: | casssssssassnsas

Pazziwioind COmplics Wilh SCCUmity podicics.
Confirm Password: | sesersrensnnsnes | &
Secret Question: Mother's Maiden Name
Secrel Answer: | seees | il

Change Password

Figure 6

1.2.7 Please note that you will be required to change your password every 90 days. Your secret question can
only be reset by contacting PayVector by email at support@payvector.net or by calling
+44(0)20 8819 3470

1.2.8  After successfully changing your password, you will then find yourself on the MMS home page (Figure 7).

payVecgqr Merchant Management System

Home  Account Admin  Billing Payments Transaction Reporting  Support  Logout
Test Merchant 1234 (IRC] | v

Quick Navigation

Account Admin s ; -
Welcome to Iridium Corporation i
AL coun e-.‘l?._‘ e

stem (MMS). e M
make addition

Welcome to the Iridium Corporal you can pe all aspects

f your account, vi

ments (lie refund

W your Lransact

lderchant informabion

Below, you will find some useful links for nce of the system.

Uiser Admin

Tenms.Aod Congitons Useful links

Gaseway Account Admin
e —— for

=
of a merchant account
ik when it has beer
> rchant VWalktheg s document will provide a walkthough fo L eatur "
Billing ality of tho MMS,
|
Next Steps
Transaction Reporting | P
In arder to a Merchant Account from an Acquiring bank for the capture
Support | enviranment(s) y pture enviccament could be: v

Figure 7
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2. MMS Navigation

2.1 MMS Navigation

2.1. There are two ways to navigate through the MMS; the menu bar across the top and the panel along the left
side. These menu options will be covered throughout this document and are highlighted below (Figure 8):

pay\('ect'gr Merchant Management System

Home Account Admin  Billing  Payments  Transaction Reperting  Support  Logout
Test Merchant 1234 (IRC] | v

Quick Navigation

Account Admin . s
Welcome to Iridium Corporation

Account Settings

We

to the Iridium Corporation Merchant Managemen
r account, view your transactions for reconciliatio

em (MMS). The MMS & where you can manage all aspects
so make additional payments (ke refunds),

Merchant informabon
Below, you will find some uszeful links for resources to help you maximise your expenence of the system.
I_ngl Admin
Teums And Condiiens Useful links

Gaseway Account Admn

way APls of the different integration methods for

Integration Documents. The d ts describing the payment
t e into the payment gat:

mmen web langauges,
assing against your test account, Mease

it has been

\ VYiallkghroygh, This document wil provide a walkthough for new he features and
Rilting | functionatity of the WMS,
b |
Next Steps

Transaction Reporting | X E

| In order to process real credit cards you need to apply for a Merchant Account from an Acquiring bank for the capture
Swoport sovironment(s) voy wish 8¢ proce=s ynder, Examole: of capture envircament could be:

Figure 8
t: 0208819 3470 Iridium Corporation Ltd
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3. Account Admin

3.1. Account Settings

The Account Settings page (Figure 9) allows you to control the outcome of future transactions when certain
security features fail, or are not present. CV2 refers to the last three digits on the back of debit and credit
cards, for American Express cards it is the 4 digits on the front. AVS stands for Address Verification System.
By default, the security settings are set to the strictest possible, if you need to relax any of the security
settings this should only be done by you, the merchant.

payVecto_r Merchant Management System

FHome  Account Adarin  Bllling  Pagmenty  Transaction éeporting  Ruppont  Logout

I_'ru: Merchant 1234 [IRC] -

Quick Navigation

Account Settings

Select Gateway Route

cay

Tarms Arg Conglory

Gaeav Ascourt Agrie

Ah’:'ll.'!‘.htﬂ‘l
Cateway Rowte| Tast Accourt v|sw
Maseh lﬁlvh'w‘»"sﬂ
asr Adrin Unlinked Refund Daily Limit
™ settings control the total valwe of snlnked efundy that are permited thmugh the selected gateway mute on s

| Uninieg Refond Dty Lk 150 cuneney | o et e
[ 20000 53
‘ w430 wo
[ 26041 R
orng 1 13 of 3 unbehet vefund caly femks
[Dastormg 1 123 ey
Allowed Transaction Types
]MBE | States f 0 rved 35 Change these JecTings ten ieace aved napporrisimasp co u
saE Ensiy
REMTH Tostidet
COLLECTION Enatad
s2nmo e
Vo Enaiat
[ 110595 tansacton fypes  Pagel 1]

Default CV2 Behaviour

2 policy| Fal Tracion OnCV2Falu v | & v

Whan et UnkIewn | Pass Transaction v I -V
Default AVS Behaviour
avs policy:| Fal If Ether Foi v|ew
TRt analAsawss AcFol Y w
Treat Partial Post Code| AsFad V| %
when Resolts Unkrown: ;n;'l;n;d;cn <v| -V
Default 3D Secure Behaviour
¥ 10 Seare Erabled
Merhant Hame | Tast Merchort 1234 v
Doy NMEARChINE LE| www paryvector.co uk v
Fapments | ¥ aejpecr transaction when casd 205 enmlment check fails
Seppert Submit Account Settings v
Figure 9
Iridium Corporation Ltd
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3.2. Merchant Information

The Merchant Information page (Figure 10) contains all the basic information about your company. When
logging into your account for the first time we recommend that you complete the desired information to
ensure that PayVector can contact you.

You can also enter the technical contact details for the person within your organisation or contractor who
will be responsible for technical interactions with PayVector.

Please ensure all information on this page is kept up to date to ensure you receive the latest information
from PayVector.

payVeCtrOI’ Merchant Management System

Home Account Admin Biling Payments Transaction Reporting Support Logout

TestMerchant 1234 [IRC =
Quick Navigation Merchant Information

Account Admin * |
Required Entry
Acroint Setfinns, Company Contact Information
Please enter the your business contact information on the form below. The person whose details are entered here will
Merchant Information be the overall owner of the account.
User Admin Company Name:| TestMerchant 1234 ‘ *
Terms And Conditions. Primary Capture Environment:| eCommerce/Internet |Z| * o
i | www *
Gateway Account Admin Website URL PR EEDELLE v =
Contact Mame:| Test Merchant * o
Contact Email:| hello@payvector.co.uk * o
Phone Number:| 0123 456789 * v
Address:| 1 Test Street * o
City:| TestCity * o
County/State:| Test County * o
Post/Tip Code:| X1 2XX * o
Country:| United Kingdom |ZI *
Technical Contact Information
Please enter the information for the person within your organisation, or Contracter, who will be responsible for the
technical interactions with us.
Billing Contact Name: *
Contact Phone Number: *
Payments
Contact Mobile Mumber:
Transaction Reporting
Contact Email Address: *
Support il
Figure 10
Iridium Corporation Ltd
p—, t: 0208819 3470 P
20 Nugent Road
w: www.payvector.co.uk 8
I I Guildford
e: support@payvector.net
Surrey

Registered Company No. 06211335 GU2 7AF
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Note — if new information is added to this page you will need to complete each text box marked with an
asterisk * in order to allow the form to update the merchant information.

3.3. User Admin

The User Admin page (Figure 11) is used to add new users to your MMS account, as well as editing existing
users. Each individual within your business/organisation who requires access to the MMS will need to have
their own log in. This is for the security of your account.

pay eCclor Merchant Management System
s g

rame Acxoent ASess Slling  dupmeets  Tiamaction Seporiing  RGOON  Loget
D Adivew WEdk I0Ovete @ Moset Proswcnd & Hanss Secme Crmsion o M Corfimston et || Tout Mowhart 1234 [AC] | v

User Admiénistration
Username: PayVector "
Cmall Adcress: iy It Lo
= et Mevchomt St oe
Smstiasen Basic Detalls -
Ygrn gt paemasze ername Papectar
- Onall adgress Aelindnecenorco s
aseue Bole: WAL AIPIALAALON
arses et tim
oo 26ty
IamEAI Cacdgens
CRRAILABSTIAIOS IP Access Detalls
B s e Thame | Smarvenn
e 14-. P Al AN Gy Prs 0%y 2 Al
- | Dngloving 110 1 o | 3 abies cmge Pam il
Fapuasns
Traviames baparmny
. - -
Sappert Dugloying 1 %8 3 & 5 oy Pamid il

Figure 11

3.3.1. Toolbar Functionality
In the toolbar section there is a row of icons (Figure 12). A description of their functions is provided
below. To perform an action you will need to select a user from the user administration panel and
click on one of the icons:

Iridium Corporation Ltd
p— t: 02088193470
20 Nugent Road

L J w: www.payvector.co.uk .
e: support@payvector.net Guildford
Surrey

Registered Company No. 06211335 GU2 7AF
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payvr'actOf Merchant Management System
¥ 1k
ome  Accouse adimia  Silling  PaynEilE  TAMACion AEPOMERY  SUPPSM  LOgME
B addtiew B 3 Delete @ Reses Password o Resst Seenet Dusstion § Resend Confimation Email | Test Mershant 124 [IRC] | w
Quick Navigation User Administration
- s PayV
Account Adrin L | Emal v | B | Stati | mmsupalmww or.couk
ey iy Meschan Adsndtale At a Rale Merchant iniArater
pms Basic Details .
Merckan| nkrnafon Usarnams: Pavator
Email dckdreys! il 4 .
12 Aimin mm: zicl'r:m administaier
&L Setails
ht Ang al [
I ALt AT IP Access Details
17 SddresRangs | moms | Decrgtion
Siimg Aoy I7 addhess N Ao i from 0y 1P s
Daglaing | lo 8 of | [P addrss range Pege ol ;1
Fwyweantz
e
Sappart Displaging 1 o5 of 5 users Fagefofid
Figure 12
-ﬂ} Add New

This will allow you to create a new user. Here you will be prompted to create a unique user name and
enter a valid email address

&' Edit User

This will allow you to change the user type described in section 3.3.2 and the Appendix 9.1, based on
desired permission levels

X Delete User
This function will allow you to delete users from the MMS system. If the user has active transactions

in the system, rather than deleting immediately, their status will change to 'pending delete’ until these
transactions have expired

ﬁ’ Reset User Password

In the event one of your users has forgotten their password, the merchant super user can reset the
password. An email will be sent to the user with a temporary password, which they will then be asked
to change when they next log in.

If a super user is locked out and are unable to reset the password from the Login page, please contact
PayVector to regain access to your account.

p— t: 0208819 3470 Iridium Corporation Ltd
L J w: www.payvector.co.uk 20 NugenF Road
e: support@payvector.net Guildford

Surrey

Registered Company No. 06211335 GU2 7AF
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3 Reset User Secret Question
If the user is unable to reset their password and unable to remember their secret question, the
merchant super user can reset this. When the user attempts to login using the temporary password,
they will be able to create a new secret question.

@ Resend Confirmation Email

If the user has not confirmed their email address, the merchant super user can prompt the user to

confirm their account by resending the confirmation email.

3.3.2. Create New User

To create a new user click Add New JG This is located on the far left row of icons along the toolbar.
You will be required to enter a relevant username for the person you wish to add. You will also be
required to enter their email address in order for them to receive their login details (Figure 13)

3.3.3. User Rights
You will need to set specific user rights for each new user. Below is a description of the five different

user rights and what they are intended for (Figure 14):

DEY\A?CtO" Merchant Management System
P
Heme  Accpust adies  Eilling  PaymenlE  TrRfdaction Repeming  Suppen  Logiut
3 add New ‘.Eﬂ 3 Coinin [§ Reset Possword o Reset Seoret Question & Resend Gonfirmation Emal || Test Merchant 1234 [IRC] [
u : Pay¥ector
Accoust Ademin. Wi By [ [ = | E;ﬂ;m:ﬂ :cj:l b o Lo uk
i) Meschent Adsinitiate Aot 2 ||| Rele mercham E'T:mm;m_
R Basic Details =
Mgrgban] hbrnafen Uzarnama: Paacton
ml agkireys: ] cxn o
R meschant nisErater
e it active
e datails
TemmAnd o a e
SR AvguriAion IF Access Details
T dddreaEange dsmn | Dacrigtion
- Anp 7 S Vi A R from g [F AT
Daglaging 1 o § of | [P addiss range Peg 1ol L 1
Buyrant:
B—
L -
Sappart Disgleying 1 ta 5 of 5 usess Pagetof 1
Figure 13
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3.3.3.1.

3.3.3.2.

3.3.3.3.

3.3.3.4.

3.3.3.5.

3.3.3.6.

Create Mew User

Usemame: | Pay\ecior # pCnecked After Submit

Email address: | hello@payvecior.co.uk L 4
User Type:| Basic User b
Developer

Merchant Administrator
Basic User
Restricted Basic User

Merchant Viewer

Figure 14

Developer
Can access the system and download the technical documentation for integration
purposes and run test payments using the test card details explained in section 5.

Merchant Administrator

Can run all payment types including sale/pre-auth/refund, create/edit PayByLink,
create/edit scheduled transactions, unlinked refunds, voids, view transaction history and
summary pages.

Basic User
Can perform the same actions as the merchant administrator but cannot action a refund,
unlinked refund or a void.

Restricted Basic User
Can perform the same actions as the basic user but cannot create/edit scheduled
transactions.

Merchant Viewer
This will only allow the user to view transactions.

Merchant Super User
Merchant Super Users are only able to be added/edited by PayVector. In order to change

the information for a super user you will need to contact support@payvector.net.

Note — a detailed overview of user roles and permissions can be seen in the Appendix 9.1 — MMS User Roles.

p— t: 0208819 3470 Iridium Corporation Ltd
L J w: www.payvector.co.uk 20 NugenF Road
e: support@payvector.net Guildford

Surrey

Registered Company No. 06211335 GU2 7AF
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3.3.4. Edit Existing Users

In this section you can view and edit your existing users. This is dependent on your access level which
can be found in the Appendix 9.1. You can edit all types of users with the exception of Merchant
Super Users. To edit an existing user, select the user from the user administration panel and click

Edit % (Figure 15):

pay\/ectof Merchant Management System
s
Hame  Accoust Admis  BIlling  Paymenll  TERMACTion Repoming  SUppen  LogSut
B addnew WE M Deste @ Resst Posswond &, Reset Seoret Cuestion @ Aesend Confimation Email | Test Merchant 1234 IRC] [ w
p— G are |t R |2 Jsiss || T s pogpsruector.co
- T —— & ||| melet merghant admisitrator
e Basic Details -
Kgrgan] nkonajon Usernama: Pagvector
g;l‘::l A m:'ldnnr aﬂuinl;rmr;r
sierhgn Rakus: Ective
_ P . SdlT SEtalls
Sy Anooued ke IP Access Details
17 dddrmsiange omn | Demcrigtion
Hiting Ay 1P eoefrens A Al g from gop [P sl
Diagleging | o § of | P address range Pegelal bi 1
[ e |
Trancacton Raportng .
Suppars Disglaying 1 1o § of 5 users Page foof 41
Figure 15
3.3.5.1. Amend User Type
If you wish to change the permission rights for one of your existing users, there is a drop
down box which will allow you to select one of the five user rights explained in section 3.3.2
(Figure 14).
3.3.5.2. Amend User Status

Here you can check and amend the status of your users. If users within your organisation
become locked outof their account, the status will show as ‘Locked’. Select ‘Active’ from the
drop down box to unlock the account. You can also disable accounts by selecting ‘Disabled’

from the drop down box (Figure 16).

p— t: 0208819 3470 Iridium Corporation Ltd
L J w: www.payvector.co.uk 20 NugenF Road
e: support@payvector.net Guildford

Surrey
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Edit User Details

Usemame: Payvertor

Email address:| hello@paywector.co.uk
Uzer Type:| Menchant Administrator
Uzer Status:

Figure 16

3.4.  User IP Address Security

By clicking User Admin, this allows the merchant super user to specify an IP address for a particular user
(Figure 17). If that user attempts to login to the MMS from a location other than the assigned IP address
they will be denied access to the system. This functionality cannot be set for a Merchant Super User. This
can only be set after a user has become active and has logged in for the first time.

IP Access Details

1P Acidress/Rarge |sress | Desmipgon

Ay SP address Ao Allcw login from any JP acdress

Displaying 1 o 1 of 1 1P address range Fage Lofl: 1
Figure 17

3.4.1. Static/Range IP Address
After clicking ‘Add New’ you can specify a range of static IP addresses for a particular user to ensure
they can access the system from a range of IP addresses (Figure 18). This may apply if you have a
number of machines on an IP address range.

p— t: 0208819 3470 Iridium Corporation Ltd
L J w: www.payvector.co.uk 20 NugenF Road
e: support@payvector.net Guildford

Surrey
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"

Rrgpises Eresy

Add P Address/Range

® & specific IP Address

Lhse mrry P addeess

L This IF addrews range
From:

Ta:

Die=cription: L

Figure 18

Note - you should only select the ‘Use my IP address’ option if your IP address is static. If you are unsure,
please contact your network administrator or internet service provider (ISP).
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4. Billing

4.1. Register Billing Card

After clicking Billing, you have the option to register a Billing Card (Figure 19). When your account goes
live you are required to register a billing credit or debit card against your account. Through the course of
using the system, invoices will be generated periodically. This card will be used to automatically clear any
invoices that are generated against your account. It is up to you, the merchant, to ensure that the card
registered is up to date to ensure payments. Without a registered billing card, is up to you to ensure
prompt payment for the PayVector Services.

Day\[gc;or Merchant Management System

Home Account Admin  Bilinge Payments Transaction Reporting Support Logout

TestMerchant 1234 [IRC +
Quick Navigation Register Billing Card

Aecount Admin * Required Entry M
Billing Register New Card Details

Use this page to register a billing credit/debit card against your account that can be used to automatically clear any
invoices that are generated against your account.

Register Biling Card

Please Note: This is not a payment page - it cannot be used to process transactions through your account.

Card Name: *

Card Number: *

Expiry Date:| g1 EI | 2014 EI * o

Start Date: j / j

Issue Mumber:

Payments vz
Transaction Reporting L)
Support i
Figure 19
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5. Running a Test payment

5.1. Test Card Details

Before running a test transaction you will need to download the test card details. Using the menu bar across
the top of the page click ‘Support’ and select ‘Downloads’ from the drop down menu. On this page, click
‘Test Card Details’ (Figure 20). This will begin the download. Once complete save and open the file. Here
you will find a list of fictitious card details designed to work in a test environment only.

pa‘y\ﬁecmr Merchant Management System

[ Test Merchart 1234 RE) [«

(uick Mavigation

Camminads

Cneok 30 Mumear

Home  ADcount Admin  Eilling  Payments  Transaction Reporting  Support  Logout

Gateswvay Integration Documents

These docaments detadl the prooeis of inkegrating inlo the payment galeway

Vadaesd: G707/ 0015 asgraries Dadeenans

Gateway Integration Pack
This file contains integeation helper code in various web Languages, which sigeificantly simplifies the process of
INtEJraning In0o Chat Py st Jalerssry

Usedied - D707/ 2 S b boirsin Pach

Test Card Details

Thaz file contains the test casd details that can be used with your test accoust

PLEASE MOTE: These test cand dotails ane tha OHLY datails that will wornk: with your test 2
rumbers, you WILL GET DRREs, Alie, thets card details will HOT weork, with your [fee sooour

rt - if you bry real card

Updned: 1101 Tagr Cand Deai

PCI Certificate

1 i3 Isidium Comeeatians PO ceriificate

Pl Carfcate

Merchant Account Setup Request

This it IFidium CopamTiss’ merchant J0oount SSCUR Mequest S

Marzhant dooount tetup Begusct

Hews Merchant Walkthrough

This 16 the new menchant walktheagh deoument for the Inidium Comporation system

Heve Merchant Waless ragh

F

Figure 20
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5.2. Transaction By Card Details

Using the menu bar across the top of the page select ‘Payments’ and click ‘Transaction By Card Details’.
Here you will see a form which enables you to take card payments. The process is the same for live accounts
and ‘real’ card details as it is for test accounts and ‘test’ card details. Instructions on how to run a ‘test’
transaction are below.

5.2.1. Open Up Test Card Details, as see in Appendix 9.2

5.2.2. Open the test card details downloaded at the beginning of this section. Page one of this file as
shown below describes the various responses you can receive from the gateway using the different
test cards.

5.2.3. Select A Test Card
For the purpose of this walkthrough please select the first card on page two of the document pack
with the name John Watson (Figure 21).

Test Case 1 Card Details (Authorisation Successful with no 3D Secure):
Card | Card Name | Card Number Expiry | Start CV2 | Address
Type Date Date
VC | John 4976000000003436 12/20 | 01/12 452 | 32 Edward Street,
Watson Camborne,
Cornwall
TR14 8PA
VD | James 4921810000005462 12/20 | 01/12 441 | 11 St Kitts Close,
Jackson Torquay,
Devon
TQ27DQ
Figure 21

5.2.4. Fill In the Payment Form
By selecting Transaction by Card Details, you will notice in the transaction type field you can select
SALE, PREAUTH and REFUND. For the purpose of this walk-through select SALE, but please note
you can also run pre-authorisations and refunds following the same method.

5.2.5. Line Item Detail
The Line Item Detail section of the payment form is not mandatory and should only be used if you
require an itemised description of goods or services being sold. For the purpose of this walkthrough
please follow the example below and enter a Quantity, Description and Amount.
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Once completed, you will need to fill in the Sales Tax Description and Amount. The sales tax
description can be used to factor in costs such as VAT, shipping, postage or any other additional cost
you may wish to charge the customer.

Using the details for the John Watson card fill in the rest of the form, displayed in Figure 22.

NOTE: Your Order ID will be different to the image due to being unique.

pay\/éctor Merchant Management System
Home Account Admin  Billing Payments Transaction Reporting Support  Logout
Test Merchant 1234 [IRC] | v|
Quick Navigation Transaction By Card Details
Accoumt Adiin ‘ Required Entry
Bilig Select Gateway Account
Gateway Account:| Test Account v|x
Payments
Transaqtion By Card Deteils Order Details
Ar t:} | ¢
Transstion By Cross Referencs g 1000] * o
Currency:| GBP R4
PayBiLnk Adoni Transaction Type:| SALE v | & o
Schaculed Trangaction Admi Order IU:: MMS-merchanl9116445-454820191‘ x of
Order Description:| Test Transaction | «
Card Details
Card Name:| John Watson ‘ *
Card Number:| 4976000000003436 | = o
Expiry Date:| 112016 v|*
Start Dat /12012 v 4
lssue Number:
o2
Line Item Details
Quantity | Description | Amount I |
1 Test Transaction 8000, ¥
000, ¥
000, %
000| %
000 R
G nere line tterm row
Sub Total: £80.00
Transaction Reporting
2 ’ Soles Tox Descrption: | VAT@20% | - Amourt: | 2000
Support I TOTAL: £100.00 -
Figure 22

Scroll down to fill in the rest of the form, in this case you can click copy billing contacts to shipping and
once complete please click Submit For Processing (Figure 23).
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pay«ector Merchant Management System

Home Account Admin  Eilling Payments Transaction Reporting Support  Logout
Test Merchant 1234 [IRC] u
Quick Navigation Transaction By Card Details

Account Admin -
Billing Billing Details
Transaction By Card Detalls 4
Transacton By Cross Retersnce
PavBvLink Admin .
City:| Cambome o
Scheduled Transaction Admin state:| " v
Post Code:| TR14 BPA | o
Country:| United Kingdonn - |
Phone Humber:
Email Address:
Copy Biling Details To Shipping
Shipping Details
Hame:| john Wetson o

Address:| 30 Edward Strest

Gity| Cambome

State:| Comuall

Post Code:| TR14 BPA
Country:| United Kingdonn ol
Fhone Humber:

Email address:

CV2 Override Behaviour
ov2 Policy: [ Fail Transaction On CV2 Failure ¥ | [ use Dverride
‘when Results urkrowr:l Pass i o |
AVS Override Behaviour
WS Policy:| Fail If Either Fail b | B use overide
Treat Partial Address:| As Fail Y
Treat Partial Post Code:| As Fail v
‘When Results Unknown:| Pass 0 v |

W= ¥ s Submit For Processing

support =
Figure 23
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5.2.6 Confirmation Message

If all of the details have been entered correctly you will receive the following response message
(Figure 24):

Gateway Response: AuthCode: 300247
V2 Check: HOT SUBMITTED
Address Humeric Check: PASSED

Post Code Check: PASSED
Process Another Transaction

View Recei

Figure 24

If you receive a different message to the one above, please re-run through Section 5 from the
beginning. Please ensure all details are entered correctly to ensure the correct result.
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5.2.7 Receipt

To access a receipt of the transaction click on ‘View Receipt’ at the bottom of the response

message box displayed in Figure 24. A box will appear, as shown in Figure 25.

Transaction Type: SALE

Payment Receipt from Test Merchant 1234

Transzaction Details: 160331172657113902837373 (MMS-merchant-4837396383-160331171604)
DatesTime: 31/03/20146 18:26:57

Trarsaction Status: SLACCESS [SuthCode: 300247)

Card Hame:
AmoUntACUrTency:
order Description:

Card Number:
Expires:

Billing Address:
Billirg City/Town:
Eilling Post Code:
Eilling StatefCounty:
Billing Country:

Shipping Hame:
Shipping Address:
Shipping City/Town:
Shipping Pest Code:
Shijppi ng StateCounty:
Shippi ng Courntry:

&ddress Check:
Post Code Check:
3D Secure Status:

Johin Watson
£100.00 GEP
Test Transaction

4376-00MX-2000-31436 T Visa
12720

Quanity | Desaripgon | B

1 Test Trareadion FEO.00
Sub-Total: £80.00

VATH20: E20.00

TOTAL: £100.00

Security Mumber (CVZ) Check:

32 Edward street
Cambome

TR14 8PA
Comweall

EH United Kingdom

John watson

32 Edward Street
Cambome

TR14 8P&

Comwall

EH United Kingdom

HOT SUBMITTED
PASSED
PASSED
HOT SUBMTTED

Figure 25
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6 Transaction Reporting

Using the menu bar across the top of the page select ‘Transaction Reporting’ then click ‘Transactions History’
from the drop down box (Figure 26).

At the top of the page you will notice there is a transaction toolbar. Here you will find various icons which
relate to the existing transactions made. Each icon will be described in greater detail later in this section.

Dayv::‘c:or Merchant Management System
v :
Home Account Admin  Billng Payments Transaction Aeporting Support  Logaut
B+ = % = 5| [ TestMeriant 1234 RC] | + | TestAccount BEEEED -G IR I
Quick Navigation Transaction History
- Oroes Reference | Card Mame | Order 1D | DatesTime | Bemscare: | Order Descripaon |c |& [P |30 | Mesmge
1803301 THEETIL MMS-mercdrord- 4537396 310372006 15:26 . 10000 GEF Test Trareadion O @ @ 0 Mhoode: 00247 -
Bilting: 1E03ZLLI0ICMSSTIONSAIETS  Jonn Waton MMS-merdhant- Toe1E13. 31/03/2016 12:01 E100.00 GEP Test Trarsadion . . . . AunCooe; 556195
Pagments 1EE30E3IMSBE0IMITEE  Jobn Watson MMS-merdant-H26ETE. 3032006 11:33 . E100.00 GBF Test Trarsacion ® ® 9§ § rsooce 30
Teans action History
Tmnsaction Summary
-
Displaying 1 103 of 3 ransacions Page 1of1: 1
Transaction Details: 160331172657113902837373 (MMS-merchant-4837396383-160331171604)
Date/Time: 31/03/2016 18:26:57
Tranzsction Typa: SALE
Transsction Status: SUCCESS (AuthCaods: 300147
Card Hame: Jain Watsan .
AmountiCurrency: £100.00GBP
Order Desoription: Test Transaction
Card Humber: £574-D000-H000- 3436 TN
Card Class: Personal
Card lssuer: Cradit Indhustrisl et Commercial | B France
Expines: 12/
Quanity | Descriplion | Aok
1 Test Transzcion £50.00
Sub-Total: £80.00
VATD20: £20.00
TOTAL: £100.00
Billing Addiress: 31 Edward Street
Bilhing C ey Town: Camboms
Bilting Post Code: TR145P4
Billing Stat=/Caunty: Carmasll
Billing Cauntry: 1S Urited Kingdam
Shipping Hame: Jahn Watzan
Shipping Address: 32 Edweard Strest
Shipping CityTawn: Cambame
Shipping Post Code: TR14 588
Shipping Stats /County: Carmasll
Shipping Country: [EE Uit Kingdom
V1 Check: HOT SUBMITTED
Address Check: PASSED
Post Code Cheok: PASSED
3D Secure Status: HOT SUBMITTED i
Support
Figure 26
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6.2 Transaction History

On the Transaction History page you will find a list of transactions by day. If a search has not been initiated
this page will show the existing days transactions with the most recent transactions listed at the top of the
page. You should be able to view the test transaction which was carried out in Section 5 (John Watson).

6.2.6 The Transaction Toolbar

@. Display Details Icon

6.1.1.1.
This icon hides or displays the transaction details panel. This panel can be found below the
list of transactions at the bottom of the screen and provides transaction information.
6.1.1.2. q Search Icon
This icon will hide or show the search panel. If you wants to find a particular transaction click
this icon to perform a search. This function is covered in greater detail in Section 7.1.
6.1.1.3. o Refund Icon
This icon will open the refund page. This function is covered in greater detail in Section 7.2.
6.1.1.4. - Collect The Selected Pre-Authorisation Transaction
If you have run a pre-authorisation against a card, this icon will allow you to collect a
transaction that has been pre- authorised. You can run a pre-authorisation in the same way
you ran a sale in Section 5. In the ‘transaction type’ field simply select ‘PREAUTH’ instead of
‘SALE’.
6.1.1.5. x Void The Selected Transaction
You can void a transaction by using this icon. You can only void a transaction on the same
day the transaction initially occurred. Transactions can only be voided on the same calendar
day as they were originally processed. More details on this functionality is in Section 7.2.
* . .
6.1.1.6. # Retry Failed Transaction
Clicking this icon will retry a previously failed transaction.
6.1.1.7. b Re-Use The Selected Transaction Details To Run A New Transaction
Clicking this icon will re-use the existing card details to run a new transaction. This eliminates
the need to re-enter already submitted card details.
t: 0208819 3470 Iridium Corporation Ltd
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L e: support@payvector.net Guildford
Surrey

Registered Company No. 06211335 GU2 7AF



actor

powered by € Fidium

oay

25

6.3 Transaction Summary

The Transaction Summary provides a top level summary of transactions completed on any given day. The

summary for the current day runs 10 minutes in arrears.

6.3.6 Running A Transaction Report

Select ‘Transaction Reporting’ from either the drop down menu across the top of the page or use

the buttons on the left of the page. Then click ‘Transaction Summary’.

All the actions in the ‘Transaction Summary’ report are located in the toolbar underneath the main

menu. Please see the highlighted toolbar in the image below (Figure 27):

payyeClor  Merchant Management System
-
Home  Aofoeend Adein Pilleg  Poyments  Trarascion Baporteg  Sepport  Logost
Teesi Mhprchiani 1238 IR = Tt Aceount =||| oroesey B | 1anazoy B Seweh| 2| ]
Quick Mavigation Transaction SEmmary
|l~|-u Sl St Burfurd Court | Brehuth Court | Colorton Court | Fnbed Court | Totall Caurt | Credt Vs | Dokt Wl | Total vahs
T Cmrweniy LS
— | [wmarEn % 0 & B B 3 P wa Fr)
" BRI+ L] L] L] L] ] L] L) | - i
SRS L & L L] Q L] LR L ==l o
LLOBDTIE a () ] ] [] ] 5000 #2000 DD
et A=Y [] [ ] ] ] [] ] 1] =1 L
Teiiwchabebos S Lt L] L] & L] ] L] =) L =5 B
CRTRTI L Ll L] L] Q L] LR ==l o
Towradecion Sumegry OFOBIT ] L] ] ] [] o 5000 e DD
| L] L] L] L] L Ll 000 00 00
= Carrenoy TUR
A1 [ L] ] ] a ] Lk L1 L% -]
BRI+ L] L] L] L] ] L] L2 L= L
20 L] . ] ] (] ] LT LT wo
LRI [} L] L] L] [ ] o w00 [ =14 w0
W 4 ® ] ] ] ] w00 L) w000
A 4 2 ] ] ] ] LT LT LT
A [ ® ] ] ] ] LT LT LT
OFOEIE a [ ] ] 1] [} D 0 =l (.1
| L] L Ll o L) L) oo oG Rt ]
] Creeiy GRP
AR 1 O] ® B o 1 0.0 B .00
A [ ® ] ] ] ] (-] = [
[l SRS ] L] ] ] Q ] oL (=8 ool
LLOR2E14 [} L ] L] L] L] L] m [T o
s 4 & ] ] ] ] .09 [ s
A 4 & b ] ] b (o] = [
CRTRTI L Ll L] L] Q L] (=R L) oo
[LEL T T a L) ] ] [] ] 000 [T [1.]
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Figure 27
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6.3.7 Select A Date Range
By default, the report will show the current month’s summary data. If you wish to change the
reporting period select the start date and end date from the highlighted tool bar.

6.3.8 Export Results

You can export the results into a CSV file using the ﬁ Export The Current Transaction icon found
on the highlighted toolbar.
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7. Key MMS Functionality

This section will outline some of the key features included in the MMS.

7.1. Search Functionality

The search function within ‘Transaction History’ allows you to look up past transactions using a variety of
different search fields.

7.1.1. To Search

Click on Search Qt to hide or show the search panel. If you want to find a particular transaction,
use this icon. It can be found in the panel below (Figure 27):

payﬁecm" Merchant Managemeant System

Hame Arcount Admls Pl Pemenis  Tramdesson Paporting  Tappadt  Losposd

Q, e B2 B | B[ Teashoschaen 1234 JRC || TostAccount @ e B0 2@ ]

Figure 27

7.1.2 Search Panel
To search for a particular transaction you can use the fields within the Search Panel. Please note
that the Date Range needs to be filled in, all other fields are optional.

The Search Panel looks like this (Figure 28):
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paysfector Merchant Management System

powernd by € Fidum

Home AccountAdmin Biline Payments Transaction Reportine Support Logout
| & = % © 5|t TestMerchant 1234 IRC v|| TestAccount || @[ 14082014 1 © | 2 || &

Quick Navigation Transaction History

Transaction Reporting

Transaction History

Transaction Summary

Figure 28
7.1.2.1 Keyword Search

Use the box highlighted in yellow to search by keyword e.g. Name or Order ID (Figure 29).

pangct'or Merchant Management System

Home  Account Adein  Bileg  Payments  Trascaction Reperting  Sepport  Logout
B = % = 5] TeaMecan 123400 v Testhccom

Transaction Mistory

weau @O 28R

e =
Opleyrg 11 Lot | yanmactin

Figure 29

7.1.2.2. Exact Match
With the Exact Match box ticked you can search by Cross Reference, Order ID, Order
Description and Card Name.

If you un-tick the Exact Match box you can search by Cross Reference OR Order ID OR
Order Description OR Card Name.
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7.1.2.3 Search By Date

To search for transaction by date, leave the keyword box blank, pick a date and click search
(Figure 30).

pangct_or Merchant Management System

Heme  Account Admin  Bileg M-u.\‘u.-u
.'0“ < ‘IB]{—YUJM:&;!WM“ o 1 _ﬂ ozen

. eees

Figure 30

7.1.2.4. Additional Search Fields
Additional search fields include Amount, Card Number (First 6 Digits or Last 4 Digits). These
can be useful for finding Chargebacks (Figure 31).

pangct'or Merchant Management System

Home  Account Admin  Bileg  Poyments  Trascaction Reparting  Sepport  Logost
B~ % - oG Teamecaniimmc e Tothcom v @{noau@0I2I@IQ

Navigation

Figure 31
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7.1.2.5 Export Search Results

You can export the search results into a CSV file using the ﬁ Export The Current

Transaction icon.

7.2 Refunds

Refunds can be issued within the ‘Transaction History’ section.

7.2.2 Select Transaction for Refund

Using the menu bar across the top of the page select ‘Transaction Reporting’ and then click
‘Transaction History’ from the drop down box. Select the test transaction which was carried out in

Section 5 ‘John Watson’.

7.2.3 Refund Details
Click the *® Refund Icon on the toolbar to open the refund page. You will see the following page
(Figure 32), this will enable you to refund the John Watson Transaction:
p-ayv'ector Merchant Managerment System
Home Acoount Admin  Bslling  Payments Tramsaction Reporting  Sepport  Legout
Test Merchant 1234 [IRC] | =
Transaction By Cross Reference
Bocaunt Adrae | LI — =
e | Previous Order Details
_ Croas Raference: 1604081249405 3802038475
Cate/Time: 0A/04" 2016 13:49:40
Transackos By Sard Detiis amzunt ; Cumendy: £180.00 Gi
Card Mumber: 4975-00XK-000- 3410 B
Transacior By Crows Bafrence Expiry Date: 1230
Trarzaction Type: SALE
BayBy. ek Adimin Ortiar 10 MG - C NANT 5 18445 28 TH4922 T9- 180408124745
T Order Deson ption: Test Tramsaction
Select Gateway Account
caveway sz Toatpommrt ]+ of
Order Details
amourt: we0a| * of
Cumency: GIF
Trafiactinn Type! REFUND € 100,00 GE° Lefl 18 be fefunded
o v
o Desciptian: <
Billing Details
Addreid: 17 Cward Street
Oty Camborne
state: Corrmwall
Poat Code: TIRI4 BPA
Country. United Kingdom
Email addni A
Phone Wumber: Kid
Shipping Details
ires: 12 omardstros
Gy Camborne
State: Corrwall
Podt Code: TRY4 BPA
Coustry: United Kingdom
peail addeenn: wis
Transacsen Angartey | Phose Humbir: Hia
Sopport | Submit For Processing -
Figure 32
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7.2.3. Partial Refunds
In the order details section you can change the details to run partial refunds. For the purpose of
this walkthrough please do not amend the details.

7.2.5 Submit

Press the Submit For Processing button. You should then see a response message confirming the
successful refund. Click Return to Transaction History to navigate back to transaction history.

7.3 Scheduled / Recurring Transactions

Recurring Transactions can be set up within the Transaction Reporting | Transaction History section (Figure
33).

paysfector Merchant Management System

poarid by €5 Ficur

Home Account Admin  Billing Payments Transaction Reporting Support  Logout

Q| - X | [ || Test Merchant 1234 [IRC] ||| Test Account |~|| @ |27/0612017|E © | 2 | 8|
ST AT Cross Reference | card Name | order 1D
Billing

Payments
Transaction Reporting
Transaction History

Transaction Summary

Figure 33
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7.3.2 Running A Scheduled Transaction
Using the menu bar across the top of the page select Transaction Reporting and then click
Transaction History from the drop down box. Click the transaction you want to work with. For the
purpose of this walkthrough select the ‘John Watson’ transaction from Section 5

7.3.2.1 Click the Set-Up A Scheduled Transaction icon on the toolbar on the top of the page.
This will open a page which looks like the following (Figure 34):

Create New Scheduled Transaction

* Required Entry
Create New Scheduled Transaction

Cross Reference: 170117092115146902098757
Transaction Expiry Date: 25/01/2017
Card Mame: John Watson
Card Mumber: 4976-000XX-XXXX-3436 2
Card Expiry Date: 12/20

Gateway Account:| Test Account v | % o

Frequency: | Daily Yk o

The available option: depend on the length of time after which your tranzactions sxpire

Date of the first transaction: | 18/01/2017 * o

The available start dates depend on when the tranzaction being referenced will sxpirs

Schedule Expires: | 22/01/2017 Clear Expiry Date

This is the last date on which the schedule is active

Amount: 10.00 | * «

Currency: | GBP Y| % o
Transaction Type: | SALE Yk o

Reference: | Test account

Description:

Figure 34

Iridium Corporation Ltd
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7.3.2.2 Frequency

Firstly you need to select the frequency of the scheduled transaction. For testing purposes,
please select ‘Daily’ from the drop down menu.

7.3.2.3 Date
Next click on the calendar icon next to Date Of First Transaction and pick a date you wish

the transaction to start from. Once the start date has been selected, select the date you
would like the schedule to expire. For the purpose of this tutorial select any date.

7.3.2.4 Amount, Currency, Transaction Type and Reference
Just like the payment page outlined in Section 5 you can then set the amount, currency,
transaction type and reference. You can also add a description if you like. For the purpose
of this tutorial enter the details as they appear in the above image.

7.3.2.5 Complete Scheduled Transaction
Once complete click the Create Scheduled Transaction button. You should then see a green

confirmation box, as shown in Figure 35, which indicates the scheduled transaction has been
successfully created.

Scheduled Transaction successfully created
O Return To Transaction History
Figure 35
p— t: 0208819 3470 Iridium Corporation Ltd
L J w: www.payvector.co.uk 20 NugenF Road
e: support@payvector.net Guildford

Surrey
Registered Company No. 06211335 GU2 7AF



pDayNfector

powered by € Fidium 34

7.3.3 Alternative Scheduled Transaction

Alternatively you are able to navigate to the scheduled transaction admin page, which can be found
on the left toolbar as shown in the screenshot below (Figure 36).

Quick Navigation <¢

Account Admin

Billing

Transaction By Card Details

Transaction By Cross Reference

PayByLink Admin

Scheduled Transaction Admin

Figure 36

7.3.4 Create New Scheduled Transaction

A new scheduled transaction is created by clicking Add New on the page toolbar displayed and as
shown .

On the popup that follows, enter the cross reference from a previously run transaction. This will
check the transaction and provide details. To find the cross reference you should use Transaction
History. On this screen the cross reference is shown in green. This is a useful feature for merchants
who may be pulling the cross reference from an external system.
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7.3.4. Fill In The form
Once the cross reference has been entered and you have clicked ‘OK’, the screen will update and
be shown as below. Here you can enter the Gateway Account, frequency, start date, end date,
amount, currency, transaction type, reference and description (Figure 37).

Create New Scheduled Transaction

* Required Entry
Create New Scheduled Transaction

Cross Reference: 170727134253458302862875
Transaction Expiry Date: 29/07/2017
Card Name: John Watson
Card Number: 4976-00X0()00(X-3436 2D
Card Expiry Date: 12/20

Gateway Account:| A TEST ACCOUNT Y %k o

Frequency:| Daily T %k o

The available options depend on the length of time after which your transactions expire

Date of the first transaction:| 28/07/2017 * o

The available start dates depend on when the transaction being referenced will expire

Schedule Expires: Clear Expiry Date

Thiz iz the last date on which tha schaduls iz active

Amount: 10.00 | %

Currency: T &k o
Transaction Type: T %k o

Reference:

Description:

o [ e |

Figure 37

7.3.5. Searching Existing Scheduled Transaction
Using the menu bar across the top of the page select Payments and then click Scheduled Transaction
Administration. After clicking search a box will appear where you are able to search transactions by
Card name, Reference, Description (Figure 38).
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lome  Account Admin  Billing Payments Transaction Reporting Support Logout

F=1Add New | %§|Edit 3¢ Delete || Test Merchant 1234 [IRC] ||| A TEST ACCOUNT -

Scheduled Transaction Administration I

| | *

Quick Navigation

Account Admin

Billing ¥| Reference I]esu"ipl:inn | Card Name

Payments

Card Name | Frequency | Start Date | Amount | Transaction ...
Transaction By Card Details John Watson  Daily 28/07/2017  £10.00 GBP _ -
Figure 38

7.3.7. Editing an Existing Scheduled Transaction
After finding the transactions by searching, select the transaction and along the toolbar pressing
Edit. This will enable you to edit the transaction details which are the same details as you
entered when adding the scheduled transaction.

7.3.8. Deleting a Scheduled Transaction

To delete a selected transaction click the 3 Delete icon which will open a pop up box asking “Are
you sure you want to delete this Scheduled Transaction?” (Figure 39). Click OK to delete the

schedule or cancel if the X icon was clicked in error.

Confirm

‘ g Are you sure you want to delete this scheduled transaction?

Figure 39
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7.4 PayBylink / e-Invoicing

The PayByLink functionality allows you invoice your customer by sending them a link to a secure payment page
via email. This can be found in the Payments section by clicking on PayByLink Administration (Figure 40).

Home Account Admin Billing Payments Transaction Reporting Support  Logout
Q) Search & Add New | % Edit 3¢ Delete & Resend Payment Link Email #* Change elnvoice Sta

Quick Navigation ¢¢ | PayByLink Administration N
ORI G Amount | Transactio... | Reference | Description
. [=] eInvoice -
Billing
£100.00 GBP SALE test test

&l Pay Mow Button
Transaction By Card Details =100.00 EUR CALE any

Transaction By Cross Reference [] Payment Link

£100.00 GBP SALE Test No 4

PayByLink Admin £10.00 GBP SALE Test Mo 3

£100.00 GBP SALE Test Mo 2

Scheduled Transaction Admin £100.00 GEP SALE Test Mo 1
Figure 40

7.4.1. Running A PayBylink Transaction
To create a PayByLink click Add New & from the row of icons available on the toolbar. This will
take you to the transaction details page where you will need to select a PayByLink Type (Figure
41).

Iridium Corporation Ltd
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Create New PayByLink Transaction

* Required Entry =
Create New PayByLink Transaction

PayByLink Type: ® gjnvoice *
© Pay Now Button

© payment Link (all options available)

Amount: 0.00| *
Currency:| EUR T % o
Reference: *
Description:
Customer Email Address: *
Invoice Due Date: *

¥l cv2 is mandatory
O eilling Address is mandatory
Line ltem Details

Quantity | Description | Amount |
oo0| %
oo0| %
oo0| %
oo0| %
oo0| %

add new line item row
Sub Total: £0.00
Sales Tax Description:l:l Amount:
TOTAL: £0.00

CV2 Override Behaviour

CV2 Policy:| Fail Transaction On CV2 Failure ¥ | [ Use Override

When Results Unknown:| Fail Transaction r

AVS Override Behaviour

AVS Policy:| Fail If Either Fail A | O use override
Treat Partial Address:| As Fail v

Treat Partial Post Code:| As Fail v

When Results Unknown:| Fail Transaction v | -

Figure 41
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7.4.2. PayBylink Type

There are three types of PayByLink options:

7.4.2.1. einvoice
This will allow you to invoice your customer using your own customer template email. You
can set a payment due date which will prompt the system to generate an email reminder.
Once an invoice has been raised you can track and control the invoice status and also track
any actions performed.

7.4.2.2. Pay Now Button
This will allow multiple customers to make a payment using a single Pay Now button which
can be embedded on your website. The Pay Now button can be custom designed to appear
as you desire.

7.4.2.3. General (all options available)
This is a combination of the above PayByLink types which would suit a merchant who wishes
to use the full PayByLink functionality.
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7.4.3.4. Running a PayByLink Transaction

Create Mew PayByLink Transachon

Create Mew PayByLink Transaction

PayByLink Type: @& sinvoice
@ Pay Now Button
@ Payment Link (all options available)
Amount: 10000 | *
Currency:| GBP HER" 4
referenoe:| Test Order 104
Description:| Mabile
Customer Email Address:| hello@payvecion net

Invoice Due Date:| OT/DGC016 B =

¥ Ov2 & mandatory

Billing Address & mandatory
Line ltem Details
ey | Aot
1 20.00

000
000
000
000

SChC] MeEA BT BREIT TORN
S Tokal: 2000

—— e
TOTAL:

10000

Figure 42

For the purpose of this walkthrough, select the einvoice option and follow the instructions below (Figure

42):
7.4.3.5. Amount
Firstly you will need to enter the amount that you wish to bill your customer.
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7.4.3.6.

Currency
The test account will only allow you to select GBP, EUR or USD currency to run a test
PayByLink .

7.4.3.7. Reference
Enter the reference number which you wish to appear on the customer invoice.
7.4.3.8. Description
Enter the product or service the customer is purchasing.
7.4.3.9. Customer email
Enter your email address as if you were the ‘customer’ for the purpose of this walkthrough.
7.4.3.10. Invoice date
Enter the due date the invoice should be paid.
7.4.3.11. Auto Delete (check box)
If you select this check box the PayByLink will automatically be deleted once a successful
payment has been processed.
7.4.3.12. CV2 Mandatory (check box)
The CV2 option will always be selected by default.
7.4.3.13. Billing Address Mandatory (check box)
Select this option if you would like to force the customer to enter their billing address as part
of the payment process.
7.4.3.14. Line Item Details
Use the example from Figure 40 to fill in the text boxes.
At the bottom of the PayByLink page you will be presented with security setting options. By
default, the security settings are set to the highest security standard although you can
change this on a per transaction basis (Figure 43).
t: 0208819 3470 Iridium Corporation Ltd
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CV2 Override Behaviour

Cvz Policy: | Fail Transachion On CV2 Failure -
‘when Results Unknown: | Fail Transaction .

AVS Override Behaviour

A5 Policy: | Fail f Exther Fail

Treat Partial address: | As Fail .
Treat Partial Post Code: | As Fail r
when Results Unknown: | Fail Transachion

30 Secure Override Behaviour

Figure 43

7.4.4.1. Successful PayByLink Confirmation
Once you have created the PayByLink you will see the following confirmation message
(Figure 44). If you do not see this message, please re-attempt to enter the details of the
transaction ensuring all required fields are filled in.

‘ o elnvoice successfully created and emailed to customer

Figure 44
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7.4.4.2. PayByLink Email Notification (merchant)
The Company contact will also receive an email with details of the transaction which has
been setup (Figure 45). If you don’t receive an email then you should ensure the correct
email is entered in the merchant information page. An example of the email is below:

Hello,
Here are the details of the elnvoice transaction that has just been set up:

https://mms.payvector.net/Pages/PublicPages/PayByLink.aspx?
PaymentLinkUID=fa53a579-7d0c-4769-bf2c-43d7325503dd

- Amount: 100.00 GBP

- Reference: Order Mo 101

- Description: Mobile

- Customer Email Address: hello@payvector.net
- Email Link To Customer: Yes

- Invoice Date: 07/06/2016

- Invoice Due Date: 08/06/2016

- CV2 Mandatory: true

- Billing Address Mandatory: false

- Created By User: N/4

1 % iphone = 80.00 GBP
Sub Total: 80.00 GBP
VAT@Z20%: 20.00 GBF
Total: 100.00 GBP

Thank you,
Iridium Corporation

Figure 45
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As the customer is you in this instance, please now check your email inbox. You will receive the following
notification email with the unique payment link embedded in the email (Figure 46):

Test Merchant 1234

Test Merchant 1234
1 Test Strest

Test City

Tast County

KA1 2K

United Kingdam

www payvactor.co.uk
icharl. l r.
test biling number

Reference: Order Mo 101
Invaice Due Date: 08/06/2016

Invoice Detail

Mohbile
1 x iphone 80.00 GBP
Sub Total 20.00 GBP
VAT@20% 20.00 GBP
Total 100.00 GBP
Pay Invoice
Company Registration Noi 2558798
WAT Regustrabion MNa: Nf&
povered by PayVector
Figure 46
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If you don’t receive this email you are able to resend this by pressing the resend payment link email button found
in the toolbar (Figure 47).

pay«nectpr Merchant Management System

Account Admin

Billing

Transaction By Card Details

Transaction By Cross Reference

PayByLink Admin

Scheduled Transaction Admin

Home Account Admin  Billing Payments Transaction Reporting

Search & Add New | % Edit 3¢ Delete & Resend Payment Link Email , # Change elnvoice Status | | Test Merchant 1234 [IRC] | w || A TEST ACCOUNT
N {l

Quick Navigation << | PayByLink Administration

Support  Logout

‘ v“ : Refresh | ﬁExpnrl

Amount |Tm||sacu'n... \ Reference | Description
[ elnvoice -
£100.00 GBP SALE Test Order

£100.00 GBP SALE test test
£100.00 GBP SALE Order No 101 Mobile

[=] Pay Now Button

€100.00 EUR SALE any

[=] Payment Link

£100.00 GBP SALE Test No 4

£10.00 GBP SALE Test No 3

£100.00 GBP SALE Test No 2

£100.00 GBP SALE Test No 1

Amount: £100.00 GBP
Transaction Type: SALE
Reference: Test Order

elnvoice URL: https://mms.payvector.net/Pages/PublicPages/PayByLink.aspx?PaymentLinkUID=3f4bf870-3f3c-4511-a25a-ad0b3b5e014e

Basic Details

Invoice Status:

Invoice Date:

Invoice Overdue Date:
Customer Email Address:
CV2 Mandatory:

Billing Address Mandatory:
Description:

Created
22/06/2017
30/06/2017

ollie.batchelor@aicorporation.com

true
false
N/A

Quantity | Description

1 iphone

Sub-Total: £80.00
VAT@20%: £20.00

Figure 47
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7.5. PayByLink / PayNow Button

7.5.1.1. Selecting Pay Now PayByLink

In order to select the Pay Now option, the change occurs in section 7.4.3.4. Selecting Pay Now Button
will not alter the fields that are required to be filled in (Figure 48).

Create New PayByLink Transaction

s

* Required Entry
Create New PayByLink Transaction

PayByLink Type: O ainvoice *
® pay Now Button

© payment Link (all options available)

Amount: 10.00 | *
Currency:| GBP MR 4
Transaction Type:| SALE vk
Reference:| Test Pay Now Button *
Description:| Test Pay Now Button v
PayByLink Expires: 31/05/2018 Clear Expiry Date

# V72 is mandatory
O gilling Address is mandatory

O shipping Address is mandatory

Figure 48

Iridium Corporation Ltd
p— t: 0208819 3470
20 Nugent Road

L J w: www.payvector.co.uk .
e: support@payvector.net Guildford
Surrey

Registered Company No. 06211335 GU2 7AF



actor

red by €@ Iridium

oay

47

7.5.1.2.

Implementation of Pay Now Button

After completing the transaction set up and looking at the PayByLink Admin page, here you can see how
the Pay Now button will be displayed. Along with the source which enables you to embed it onto your

website (Figure 49).

Heme Account Admin  Billing Payments Transaction Reporting  Support Logout

Search &, Add New | 8 Edit 3¢ Delete Resend Payment Link Email | | Test Merchant 1234 [IRC] | w|| A TEST ACCOUNT
|

||| 2 Refresh | Ej Export

Quick Navigation << | PayByLink Administration

Amount: £10.00 GBP
ion Th

PayByLink Admin [=] Payment Link

£100.00 G8P SALE TestNo 4
Scheduled Transaction Admin £10.00 GBP SALE Test No 3
£100.00 GBP SALE Test No 2
£100.00 G8P SALE Test No 1

T AT Amount | Transactio.. | Reference | Description ype: SALE
 etnvoi ||| Reference: Test Pay Now Button

Billing ctvelee Pay Now Butten URL: ht; e i ink, inkUID=47c57466-b361-4fda-B675
£100.00 GBP SALE Test Order ) 3
£100.00 GBP SALE ‘Order No 101 Mobile Expiry Date: 31/05/2018

. . V2 Mandatory: true

Tiansaction By Card Betalle E] Pay Now Button Billing Address Mandatory: false
10,00 57 SALE Test Pay Now Bt TestPa Shipping Address Mandatory: false

Transaction By Cross Reference | oS3 by - Description: Test Pay Now Button

edit details

Pay Now Button Processing History

Cross Reference | card Name | Card Humber | DatefTime | Amount | Message

No PayBylink processing history items found

HTML For Your Website

Below is a Pay Now Button created for you which you can use on your website. The code below won't automatically place
the button on your website, but you can copy and paste the button code into your website's HTML code

Pay Now Button HTML source:

<a href="https:/ /mms.payvector.net/Pages/PublicPages/ Pz ink 71 inkUID=47¢57466-
b361 4fda B6F5-694h30d78a6" target="_blank ><img

src: ps:/ /mms.payvector.net/SiteFiles
Now™ title="Pay Now" /></a>

firtualSkinFiles/PAY_NOW_BUTTON/PayNow.png” alt="Pay

Figure 49
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7.5.1.3.

Pay using the Pay Now Button

After clicking the Pay Now Button found in 7.5.1.1 this takes you to the below payment form (Figure 50).

You should input the test card details on this page to test the transaction as shown below.

payyector

Verified by
VISA ﬂ
unencrypted.

Order Details

Payment Details

Billing Address

Merchant Name:
Amount:
Order ID:

Order Description:

Name On Card:
Card Number:
Expiry Date:
Issue Number:

Security Code (CV2):

Secure Payment Form

Test Merchant 1234

10.00 GBP

PBL: Test Pay Now Button
PayByLink: Test Pay Now Button

John Watson

4976000000003436

12 v[l2020 | *#

5 (@ *v

Billing Address:

32 Edward Street

Billing City:

Camborne

Billing State/County:

Cornwall

Billing Zip/Post Code:

TR14 8PA

Billing Country:

United Kingdom

Submit For Processing

MasterCard.
% SecureCode

All transaction information passed to, and used on, this payment form is encrypted during sending using the latest encryption and hashing
techniques available. No personal information (including your card details) is ever passed over the internet or stored on our systems

* pequired Entry

*
* v

L VL S O S Y T

Figure 50
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7.5.1.4. Successful

If your transaction is successful it will display the below message (Figure 51). If it was unsuccessful then
you will need to reattempt this transaction using the card details.

oayyfector

Verlfiedty () Secure Payment Form = e

All transaction information passed to, and used on, this payment form is encrypted during sending using the latest encryption and hashing
techniques available. No personal information (including your card details) is ever passed over the internet or stored on our systems

unencrypted.
The payment was successfully authorised
Your payment has now been processed. Please see below for the result of the
o payment
AuthCode: 287284
BRI NG & Copyright © PayVector
Figure 51
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7.5.1.5. Viewing Transactions

After attempting the transaction in the PayByLink, this will appear in the Transaction History page as

shown in section 6.1. However, this can also be shown in the Pay Now Button Processing History as
shown below (Figure 52), This page gives a brief overview of the transaction for this Pay Now Button.

pay'\(ectror Merchant Management System

Home Account Admin  Billing Payments Transaction Reporting Support Logout

HTML For Your Website

Below is a Pay Mow Button created for you which you can use on your website. The code below won't automatically place
the button on your website, but you can copy and paste the button code into your website's HTML code.

Pay Now Button HTML source:

<a href="https://mms.payvector.net/Pages/PublicPages/PayByLink.aspx?PaymentLinkUID=47c57466-
b361-4fda-B675-69f4b30d78a6" target="_blank"><img

src="https: //mms.payvector.net/SiteFiles/VirtualSkinFiles/PAY_NOW_BUTTON/PayNow.png’ alt="Pay
Now" title="Pay Now" /></a>

Q, Search &, Add New | & Edit 3¢ Delete & Resend Payment Link Email | ‘ Test Merchant 1234 [IRC] ‘ vHATESr ACCOUNT ‘ v“ 2 Refresh | B Export
Quick Navigation << | PayByLink Administration
= — Amount: £10.00 GBP

Account Admin Amount | Transactio... | Reference | Description ion Type: SALE
= etnvoi a Reference: Test Pay Now Button

ing nvoice Pay Now Button URL: h payvector. 2 icPag ink inkUID=47c57466-b36 1-4fda-B65-69f4b30d78a6
£100.00 GBP SALE Test Order N y

m £100.00 GB? SALE test test Basic Details
£100.00 GB? SALE Order No 101 Hobile Expiry Date: 31/05/2018
N . CV2 Mandatory: true
Transaction By Card Details [=] Pay Now Button Billing Address Mandatory: false
. £10.00 GBP SALE Test Pay Now But . Test Pa... Shipping Address Mandatery: false

Transaction By Cross Reference Description: Test Pay Now Button

£100.00 EUR SALE any h N
edit details

PayBylink Admin [l Payment Link
£100.00 Ga? SALE TestNo 4 Pay Now Button Processing History

Scheduled Transaction Admin || £40,00 G s TestNo3

- Cross Reference | card Name | card Number | DatefTime | Amount | Message
£100.00 GBP SALE TestNo 2 T ammzes
4976-00)0)000(-3436 T .
£100.00 GBP SALE TestNo 1 170629115307101802327950  John Watson  L7E VP PRt £10.00GBP  AuthCode: 287284
Displaying 1 to 1 of 1 PayByLink processing history item Page10of1:1

7.6 PayByLink / Payment Link

Figure 52

7.6.1.1. Payment Link Options

A Payment Link provides additional options when setting up which gives more flexibility.

7.6.1.2. Allow Customer to determine amount

This Tickbox allows a customer to determine the amount that is charged.

7.6.1.3. Allow Customer to select currency

This Tickbox allows a customer to select the currency that they wish to pay in.

7.6.1.4. Email Link to Customer

This Tickbox generates an email to be sent to the customer which allows them to pay using

the PayByLink.
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7.6.1.5. PayBylink Expires

This allows the merchant to set a date when the PayByLink expires, on this day the link will no longer be
able to accept payments. If this expires then the below image will be shown (Figure 53).

0 The link for this PayByLink transaction expired on: 01/06/2016 00:00:00

Figure 53

7.6.1.6. One Shot Payment

This signals that only one payment will be put through for this PayByLink and this cannot occur more than once.
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8. Making the Test Account Live

8.1 Merchant Account Setup Request

To set up your account, you will need to click ‘Merchant Account Setup Request’ which is found by going to

Support and then Downloads (Figure 54).

pay%fectpr Merchant Management System

Home Account Admin Billing Payments Transaction Reporting Support  Logout

test-ollie [IRC] -

Gateway Integration Documents
These documents detail the process of integrating inta the payment gateway
Updated: 07/07/2015 Integration Documents

Gateway Integration Pack
This file contains integration helper code in various web languages, which significantly simplifies the process of
integrating into the payment gateway
Updated: 26/10/2016 Intearation Pack

Test Card Details

This file contains the test card details that can be

used with your tes

t account - if you try real card

PLEASE NOTE: These test card detals are the ONLY details that ur tes
live account

¢ B
numbers, you WILL GET ERRORS. Also, these card details will NOT work with
Updated: 12/08/2014 Test Card Details

PCI Certificate

BCI Certificate

Merchant Account Setup Request
This i PayVector's merchant account setup request form

Merchant Account Setup Request

New Merchant Walkthrough
This s the new merchant walkthrough document for the PayVector system
New Merchant Walkthrough

Figure 54

p— t: 0208819 3470
L J w: www.payvector.co.uk
e: support@payvector.net

Registered Company No. 06211335

Iridium Corporation Ltd
20 Nugent Road
Guildford

Surrey

GU2 7AF



pDayNfector

powered by € Iidium

53

8.2 Form Completion

Please fill in the form with all of the information which is related to you as a Merchant (Figure 55).

1 Company Name

from Company Name)

4 Legal Trading Address

5 Acquiring Bank

(WorldPay only)

9 MCC Code {Amex only)

Capture Environment

0 (Check one)

11 Currencies

Legal Trading Name (if different

Merchant Account Number

o (MID or Merchant ID)

- Terminal Identifier (TID)
(FDMS only)

g Company Number

Merchant Account Setup Request

Please fill in this form for each unique merchant account and submit to support@payvector.co.uk

Internet
Moto

Card Holder Present

Transacting In Settling In

Figure 55
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8.3 Send form to Support

Once the form has been completed, please email this to support@payvector.co.uk and your account will be set live
in up to 24 hours.

Iridium Corporation Ltd
p— t: 0208819 3470
20 Nugent Road

L J w: www.payvector.co.uk .
e: support@payvector.net Guildford
Surrey

Registered Company No. 06211335 GU2 7AF
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9 Appendix
9.1 User Permissions
Merchant Restricted Basic Merchant Developer Merchant
Viewer Basic User User Administrator Super User
View Transaction History (Only
Transactions By this user) o o o o © o
View Transaction History (All
Transactions) O O ° © © ©
View Transaction Summary (%] (%] (v] (v) (/) (v]
View/Search and Export Scheduled
© © o o °© o
Run Sale/PreAuth Q (v] o (v] o (v]
Run Collection (%] (%) () (v] (] (v]
Create/Edit/Delete PayByLink (%] o o (v) () (v]
Create/Edit Scheduled Transaction (%) () (v) (v) (v) (v]
Edit/Delete MMS User Details Q (%] (%] (v) () (v]
Reset MMS User Password/Secret
Create/Edit MMS User IP Address
Run Void/Refund And Unlinked
© © o o °© o
Override Transaction AVS Settings (%) () Q (v] (v] (v]
Edit Default 3DS/AVS and CV2
© © o o °© o
Edit Account Settings (%] (%] (%] (%) (/) (v]
Edit Merchant Information (%] (%] () (%) (%) (v]
Edit HPF Skin (%] (%} (%] Q (%} o
Edit Gateway Account Admin Q Q (%] (%] (%] o
Create New Viewer/Restricted/Basic
© © o o °© o
Create New Administrator/Developer (%) () Q Q Q o
Register Billing Card () (%) (%) (%) () ©
t 0208819 3470 Iridium Corporation Ltd

20 Nugent Road

L J w: www.payvector.co.uk .
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9.2 Test Card Details

Test Card Details
Below are details of test card data that can be used when integrating with the gateway.

Flease note that OMLY these card details will work in test mode — real card numbers will NOT work.

Test Case | Card Result*®

Card Enrolled
for 3D Secure

Description

1 Authorised

MNo

This test case is for cards that are not 3D Secure
enrolled & will be authorised {although they still might
be declined by AVS/CVZ checks)

2 Declined

This test case is for cards that are not 3D Secure
enrolled & will always result in the authorisation being
declined (even if the AVS/CV2 checks pass)

3 Referred

This test case is for cards that are not 3D Secure
enrolled & will always result in the authorisation being
referred (even if the AVS/CV2 checks pass)

a Authorised

Yes

This test case is for cards that are 30 Secure enrolled &
will be authorised (although they still might be
declined by AVS/CV2 checks or if the 3D Secure
password is incorrect)

5 Declined

Yes

This test case is for cards that are 30 Secure enrolled &
will always result in the authorisation being declined
(even if the AVS/CVZ or 3D Secure checks pass)

6 Referred

Yes

This test case is for cards that are 30 Secure enrolled &
will always result in the authorisation being referred
(even if the AVS/CVZ or 3D Secure checks pass)

*This is the just result of the authorisation phase — the ultimate result of whether the transaction is
accepted or declined can still be influsnced by the CV2, Address data or the 30 Secure result that is
submitted with the transaction — e.g. for test case 1 (based on your account’s AVS/CVZ policies), the
transaction can still be declined if an incorrect CV2 is submitted, and for test case 4, a decline can
still be achieved if the 3D Secure result is set to failed in the ACS simulator.

Card Abbreviation Key For Test Cases

Card Abbreviation | Card Type
ViC Visa
VD Visa Debit (Delta)
MA Maestro
MC MasterCard
EL Visa Electron
VP Visa Purchasing (corporate)
AM American Express
ICB JCB

t: 02088193470
w: www.payvector.co.uk
e: support@payvector.net

Registered Company No. 06211335

Iridium Corporation Ltd

20 Nugent Road
Guildford
Surrey

GU2 7AF



